)

Ask:
What is the situation?
Whoat can g0 wrong?

Then, for each "What can g0 wrong"

answer the questions in S‘tqa 2 (likelihood)

and Step 3 Gmpact).

Is low-level skill required

to e)cplo?‘t the Vulne,ro&ﬁh‘ty?

No Yes
No
M

Does the ’
Vulneral:?l?tt/
affect the
defenses?

M

Yes
Is the asset in question
of any signiPicom‘t

business VO\lue_?

No Yes
C Yes

an we L M
recover from
a comple'te,
Pailure of
this asset?
Vo M

Forward Point Risk Process
Vendors, SaaS, and Software
1. Start Bc/ o\sking

- Why do I need this?

- Can I use an e)&s‘ting solution?

2. If the answer to the last question is o strong NO/,
then ask:

- Does the solution need the intemet to work?

- Does the solution send, transmit, or store business
Pro{.\ﬁe_to\ﬁ./ inPormation or customeys/employees PII
outside of the business control?

- Does the solution need any kindl of iu‘tegm‘tiom with
business-sensitive systems (Fnancial systems, email,
communication tools, HR sys’tems, ete)?

3.a. If the answer is NO/, 9 ahead and use it. No rsk.

3.b. If the answer to any of those questions is YES/, then

ask ‘What can 9 wrong?' and perform the FRWDP risk
process.

Forward Point Risk Process
1. Start by asking

- What is the situation, and
- What can go wrong.

Then, for each "What can 90 wrong," answer the questions
n St 2 (hke[?lr\ood) and S‘tep 3 (imfaac‘t). Use o 2x matrix
to caleulate ro:tiv\g of each pair of questions.

2. Calculo:te likelihooo(, ask:

- Is low-level skill required to exp[o?t the Vulnero,bth'tt/?
- Does the vulnerability affect the defenses?

3. Caleulate impact, ask:

- Is the asset in question of any siﬁniﬁcant business value?
- Can we recover from a comp[e‘te Pailure of this asset?

4, Use o 33 matrix to caleulate the overall risk m‘ting.

@ Caleulate the overall rigk

From 3
L M H
L vL (4 M

From 2 M L

‘__7

L
M
Very Low Risk j

t L H
Low Risk Medium Risk
M M H M H H
M H
Medlium Risk , Critical Risk
High Risk
FRWDP.COM



