Ask:
What is the situation?

What can g0 wrong?

Then, for each 'What con ¢o wrong
answer the questions in Step 2 (ikelinood)
andl S‘tep 3 (impac‘t).

Is low'-le_ve_l <kill re,qu?re_d
to e,xploi‘t the Vulne_f‘al:?l?‘tt/?

No Yes
No
Does the
Vulne_rabili‘ty
affect the
defenses?
Yes
Is the asset in question
of any sign?'Picom't
business value?
No Yes
Can we Yes
recover from
a comple_‘te_
Pailure of

this asset?
No
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Forword Point Risk Process
1. Start l:t/ asking

- What is the situation, and
- What can go wrong.

Then, for each "'What can 90 wrong” answer the questions
in Step 2 (kelhood) and Step 3 (mpact). Use a 2x2 matrix
to caleulate rating of each pair of questions.

2. Caleulate like_hhooo(, ask:

- Is low-level skill required to @cploit the Vu[neralailitt/?
- Does the Vulnermbi[?ty affect the defenses?

3. Caleulate impact; ask:

- Is the asset in question of any signiPicant business value?
- Can we recover from a comple_‘te Po&lure_ of this asset?

4. Use a 3x3 matrix to caleulate the overall risk mting.

Caleulate the overall rigk

From 3

M L L H
Very Low Risk
Low Risk Medium Risk
M M H M H H
Medium Risk Critical Risk

H 3:‘11'\ Risk



